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Introduction 
This guide is intended to be used as a reference in implementing location-based application whitelisting using HBSS 

HIPS. The guide generally lists step by step instructions accompanied by screenshots of each step. By following this guide 

you should be able to correctly implement application whitelisting using HBSS HIPS. 

Background 

Things you need to know about your environment before beginning to use this guide: 

Where is the list of approved software? 

Who manages the list of approved software? 

What is the process for Certification and Accreditation (C&A) of software? 

What is the process for obtaining an Approval to Operate (ATO) for software? 

Who is authorized to install and update software on workstations? 

What is the approved process for user to request new software? 

What is the approved process for installing approved software? 

What is the approved process for updating existing software? 

Who has access to the ePO servers? 

Who manages the ePO servers? 

How does one get access to monitor events on an ePO server? 

Who are the POCs in your organization that actively manage the ePO servers' hardware/software? 

Who are the POCS in your organization that manage the HBSS HIPS configurations (rules)? 

Determine the machines you will use as a test base. These machines will be used to test the initial policy to monitor 

applications for whitelisting. They will also test the application whitelisting policy as it is being refined by your 

organization, and they will test the policy when it is modified to block applications on your hosts. Make sure this group is 

diverse enough to get a good idea of your network variety and setup. 
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Auditing 
Auditing is the first major step that you will take to implement application whitelisting. This will allow you to generate 

logs that will be useful in creating a policy for your organization. In the auditing phase you will create an application 

whitelisting test group, create a test policy, import the policy, verify that logging is enabled, apply the policy, and update 

the test clients with the new test policy.  

How to create a test group 

Make sure this group 

is diverse enough to get a good idea of your network variety and setup.  Select either an existing group that will be used 

for testing or follow the steps below to create new test group. If you are going to use an existing group, you can skip to 

the next section (Determine HIPS Version). 

Log into the ePO server you will be using to create the Group of machines you will use as a test group. 
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Navigate to the System Tree Tab, Click System Tree Actions, and Click New Subgroup to create a group to add your test 

machines into. This will create a new container to which you will add your test machines. 

 

Name the new subgroup, HIPS Application Whiteisting Machines . You will put all test machines used for HIPS 

Whitelisting into this container.  
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Find the systems you want to add to the test group by clicking through System Tree or by searching for the system in the 

Quick Search - make sure the Filter has This Group and All Subgroups Selected  if you decide to search for machines 

using the Quick Search. 

 

Select the systems you want to add to the test group by either dragging or dropping the systems from their old 

container to the new container you created called HIPS Application Whitelisting Machines  or select the check box next 

to the machine name you want to add and click the Action dropdown button, click Directory Management, then click 

move systems. 
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In the next menu prompt, ensure the radio button for disable System Tree Sorting is selected (it should be by default). 

Next, select the container named HIPS Application Whitelisting Machines . Click Ok. These actions will move the 

machines from their old container to the newly created container. 

 

Double click the Container called HIPS Application Whitelisting Machines  to check to make sure the systems have been 

added to the test group correctly. You should see something like this (except with whatever machine names you 

selected). 

 

Repeat the steps above to add any remaining test machines to the testing container.  
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Determine HIPS Version 
 
Log into the EPO server. 
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to the next step. 

 

 
 

You do not need to modify 

the next screen. 
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query.  

 

 
 

You will 

information the query has shown us. 
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Your graph will look different depending on which version of HIPS you are running. You will be using the HIPS policy that 

is applied to the majority of your machines (7 or 8). Only the primary version number is of interest to us. In the case 

above, you can see that the machines are all running some version of HIPS 8. Congratulations, you have discovered 

which versions of HIPS are reporting to your ePO server! 

 

Ensure that logging is enabled 

First, check to see if the existing protection policy has logging enabled for any severity levels.  Log in to the ePO server. 

Intrusion .5

of Log.  If so, take note of that severity level because you will set that same severity level in the HBSS Application 

Whitelisting Configuration Utility.  If there are no Severity levels that are currently set to Log in the IPS Protection policy, 

then follow the instructions below to create a new IPS Protection policy which will set the Information Severity level to a 

reaction of Log. 

 

Log into the ePO server. 
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down menu (in the example below, we are running HIPS 8). The 

depending on which version you are running. It will look like one of the following screens depending on your version: 

 

This is if you are running HIPS 8: 
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This is if you are running HIPS 7: 

 

 
 

(which is located  
 

Policy to be used for testing. Name the Protection Policy. It will look as follows: 
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ou will see your new policy added to the HIPS Protection Policy List as shown: We duplicated a policy called 

 

d in the list. 
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events will 

be sent to the ePO server without actually blocking them.  

 

 

 

 

 
 

o the ePO server.  

Create a test policy 
 
Obtain and run the HIPS application whitelisting tool.  

 

NOTE: 
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The tool will open to look like the following: 

 

Take the following steps to create a basic baseline policy to conduct your initial test in your environment. 
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Executable Directory Whitelist contains the locations where program executions are allowed. Organizational policy will 

dictate what directories will be allowed in your environment. Some basic directories have been included by default.  

 

 

Use the add, edit, and remove keys to modify the list of directories to match your organization's configuration, or use 

the default configurations as a test. To add a directory, enter the name of the directory in the text box and click the 

Add  button. To edit an already existing entry, select the entry, click the edit button, modify the entry as needed, and 

then click the Add  button to add the entry back into the list. To remove an already existing entry, select the entry, and 

click the remove button. 

A \

users will run applications and scripts from.  For example, many domains run user logon scripts as part of Group Policy 

from the domain 

the help button, wildcards can be used to reduce the number of entries needed and for added flexibility.  For the user 

logon scripts example, if the domain controllers have a naming scheme of the form USCC-DC-01 through USCC-DC-05, 

\\USCC-DC-??\

servers in the future. 

NOTE:  
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The Non-Executable Subdirectories of Whitelisted Directories List are the directories within the whitelisted directories 

where normal users will need to be able to add or modify executable file types, but not execute them. This means that 

users can store, read, and write data from these locations, but cannot execute any programs from the directories. 
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The Executable File List specifies the file extensions for the executable file types that will be allowed to be executed, but 

not modified, by normal users. You can leave this list the way it is for now. 
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The Policy Options determine the format of the policy. The HIPS version creates a unique policy for HIPS 7.0 or 8.0. 

Choose the version currently running on your environment.  Select informational  from the severity dropdown unless 

logging was selected for another level, if it was, then select that severity level. Make sure the check box for adding a rule 

to protect the signatures is selected. 

 

The Application Whitelisting Exceptions Tab details applications that are whitelisted that require constrained 

exceptions to the application whitelisting policy in order to function properly. Each entry in the exception description 

section represents an approved application being whitelisted. Clicking on an entry will display the process or processes 

and the files that the processes are allowed to execute or modify.  You can add, edit, and modify the entries just as 

before. Note that each Add , Remove , and Edit  button only affects the entries for a specific list. For this initial test 

the Block without logging  option does not result in any actual blocks on the client (everything will be at most logging 

only). This tab will not be used in your initial test, but will be used to fine tune your policy once event data is obtained 

from your test group. 
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The Application Whitelisting Exempt Users tab lists Local Users and Local Groups that should be excluded from the 

whitelisting rules (e.g., administrators who are authorized to install or update software). You can ignore this tab initially 

since you will only be monitoring, not blocking, any events that are received. 

 

Consider creating a separate local administrators subgroup that is specifically for installing software and updates to 

better protect normal administrators performing other sorts of administrative functions.  Another option to consider 

would be to have two separate application whitelisting policies, one without administrator exemptions and one with 

them.  Then, when a workstation needs software installed or updated by an administrator, temporarily apply the policy 

with the administrator exemptions. 

 

  
 

You should now be familiar with the different components of the HIPS application whitelisting tool. 

 

Now perform the following steps: 

 

1. Go back to the tab named Application Whitelisting Policy  

2. Type in a name for you  policy in the Policy Name:  box. 

3. Select which version of HIPS your network is running (most networks are running HIPS 7.0) 

4. Select the Severity to informational unless logging was selected for another level, if it was, then select that 

severity level. 

5. Save your policy with a unique name.  Every time you change the policy, save it with a different name to keep an 

archive of all your policies over time. 

6. At the top of the HIPS application whitelisting tool, click on File  then Export XML for HBSS  and export the 

policy to the desktop.  
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Importing Policy 
 

Make sure that you have completed the previous 6 steps in the HIPS application whitelisting tool before proceeding any 

further in this guide: 

 

To import a policy into the ePO server: 

 

Log into the ePO server. 
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Navigate to the Policy Catalog  tab. 

 

 
 

Select the Correct Version of HIPS in the Product  dropdown menu (in the example below, we are running HIPS 8). The 

Name you will select will be similar to Host Intrusion Prevention 7.0.5:IPS  or  

Host Intrusion Prevention 8.0:IPS  depending on which version you are running. It will look like one of the following 

screens depending on your version: 

 

This is if you are running HIPS 8: 
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This is if you are running HIPS 7: 

 

 
 

Next, regardless of your version, you will select the IPS Rules (All Platforms)  in the Category  dropdown menu (which 

is located below the Product  dropdown menu) 
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You will see a screen with a list of the currently available HIPS policies on your ePO server. Next Click the Import  

Button, to the right of Product policies: . 

 

 
 

A new window will display as shown: Click Browse  to navigate and select the XML policy file you exported from the 

application whitelisting application. 
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Here is a screenshot of the browse window that pops up when you click the Browse  button. As you can see, we named 

our Application Whitelisting policy, Test Policy for Initial Application Whitelisting . 

 

 
 

Once you click, Open  the following window will be displayed: 
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Click OK  to confirm the policy import. The window below will be displayed: 

 

 
 

 

Click OK  to confirm the policy import again. You will be brought back to the main HIPS policy screen. Make sure your 

policy name is now in the list. If it is, you have successfully imported the new policy. 
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If you do not see your policy in the list, make sure you have navigated to the correct Product:  and Category:  

sections. Make sure you have rights to import policies, and make sure you are not using a duplicate name which causes 

a policy conflict.  

 

You have now successfully imported your initial application whitelisting policy! 

Applying application whitelisting policies to your test group 
 
Log into the ePO server. 

 

 
 

Navigate to the System Tree  Tab. 
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Select the container you previously selected or created for the Application Whitelisting test machines. In our case, this 

container is called, Application Whitelisting Initial Test Group . Selecting the container will display the machines in that 

container. Make sure that all of your test machines are in the test container. 

 

 
 

 

With your test container selected, click on the Assigned Policies  Tab. This will bring up the policies assigned to your 

test container. You should see the window below. 
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In the Product  dropdown Menu, select the version of HIPS you are running (7 or 8) IPS policy list. The screen will look 

as follows. Your display may look slightly different if you are navigating to the HIPS 7 module in the Product  dropdown 

menu. 

 

 
 

In the Category  column, find the entry that says, IPS Protection (All Platforms) , click Edit Assignments  to edit the 

IPS Protection policy that are assigned to your test containers. Next change the currently applied policy to be the IPS 

Protection Policy that you created. Make sure to select the Break Inheritance and assign the policy and setting below  

radio button and that you select your Application Whitelisting HIPS Protection Policy from the Assigned policy:  menu 

dropdown. Select the Unlocked (Allow breaking inheritance beyond this point)  option as well. Click Save to apply your 

HIPS protection policy to your application whitelisting test container. 
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Next we will assign the IPS Rule Policy that contains the Application Whitelisting Rules to your test container. 

With your test container selected, click on the Assigned Policies  Tab. This will bring up the policies assigned to your 

test container. You should see the window below. 
 

 

In the Product  dropdown menu, select the version of HIPS you are running (7 or 8) IPS policy list. The screen will look 

as follows. Your display may look slightly different if you are navigating to the HIPS 7 module in the Product  dropdown 

menu. In the Category  column, find the entry that says, IPS Rules (All Platforms) , click Edit Assignments  to edit the 

IPS Rules policies that are assigned to your test containers. 

 

The following screen will be displayed once you click the Edit Assignments : 
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Click New Policy Instance  to create a new section to make a new policy assignment. The new section will be appended 

to the end of the current assignments. (Watch the scroll bar). 

 

Now assign the IPS Rules Policy you created by clicking the Assigned policy radio button and selecting your policy name. 

Make sure the radio button Unlocked (allow breaking inheritance below this point)  is also selected.  

After selecting the appropriate policy your window will look similar to: 
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Click Save to apply your policy to your test group on the ePO server. Congratulations, you have successfully applied your 

initial Application Whitelisting policies. 

Updating clients with the new policy 
 
Log into the ePO server: 

 

Navigate to the System Tree  Tab: 
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Select your test Application Whitelisting container: 

 

Select all the machines in the container by clicking the check box in the column headings. This will select all machines in 

the list. 
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Click the Wake Up Agents  Button. The screen below will be displayed: 

 

 

Click the Force complete policy and task update  button. This will push your policies to all of your test machines. 
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Click OK to update your test machines with the new policy. This will take you back to the system tree screen. You are 

finished updating your test machines with the new policy. Wait approximately 5 to 10 minutes to ensure that all hosts 

have had time to receive and apply the new policy.  

 

Reviewing Logs 

In this section you will generate queries and analyze data that is generated from the auditing step.  

Querying for Events  
 
This section will show you how to build a sample query on your ePO server to display the application whitelisting events 

being reported from your test machines. We will also go over interpreting the query results.  

Log onto the ePO server 
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Navigate to the queries tab 

 

Click New Query  to create a new query. This is the screen you will see once you click, . 
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Now navigate to the Events  then to Threat Events . Click Next . 

 

The screen below will be displayed: 
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Modify this tab, 2 Chart , and change the Display Results As  to Multi-group Summary Table . 

 

Now configure the Values are:  portion of the 2 Chart  tab, to Number of Threat Events , check the Show Total  

checkbox. Then click the +  box to add another row. In the new row select Number of  from the Values are:  

dropdown, select Threat Target Host Name  then select the Show Total  checkbox on the right. After completing 

these steps, your screen will look as follows: 
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Next configure the Labels are  options toward the bottom. Select the following fields: 

  

Select Signature Name (Host IPS)  for the first Labels are:  entry, click the +  button to add another row, then select, 

Threat Source Process Name , add another row by clicking the + , then select IPS Param Value  for the last row. Your 

screen should now look like the one above. 
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For the 3 Columns  Tab, add the following columns to the display: 

Event Generated Time (UTC), Threat Target Host Name, Threat Target IPv4 Address, Threat Source User Name, Threat 

Source Process Name, IPS Param Value, Action Taken, Signature Name (Host IPS). Your screen will look similar to the one 

below. Click Next  once you have completed this step.  

 

The next screen will appear as follows: 
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Add the following conditions to your filter by selecting the appropriate entry under Available Properties . Select the 

IPS Param Name  property, change the Comparison  to Contains  and change the value to files . Next insert another 

Available Property  named Signature Name (Host IPS)  change the comparison to Contains  and change the Value  

to Whitelist . Insert another Available Property  named Event Generate Time (UTC) . Set the Comparison to Is 

within the last  and set the Value to 1  Week . 

 

Your screen will now look as follows: 

 

Now click the Run  button to run your query. You will see Whitelisting events appear for the selected time period. The 

results will look similar to: 
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If you do not see any results, you may need to modify the database so that it will report events correctly. Follow the 

instructions in the section called HIPS 8 workaround on page 45. 

Now Click Save  to save your query so that you do not need to recreate it every time you need to see the Whitelisting 

events. 
 

 

Make sure you name your policy and enter notes to describe your query. Also select the group where you want to save 

the query. Click on save to save the query to your ePO server. Now you can navigate to the group in the Queries  tab 

and run the query directly as shown. 
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Clicking Run  from this screen will run the selected query and return results without going through the Edit  screens. 

 

Now, you have successfully built your Application Whitelisting Query. You can run this query to see what events are 

being generated by your Application Whitelisting policy. 

HIPS 8 workaround 
 
If you are running HIPS 8 and not HIPS 7, then you may not be able to get all of the information about threat events. 

Since the IPS Param Value field was introduced as part of the HIPS 7 Enhanced Reporting Extension and the HIPS 8 

Enhanced Reporting Extension is not available yet, by default the IPS Param Value only reports events from HIPS 7. If you 

are only running HIPS 8 then this will show you a workaround to get HIPS to report the IPS Param Value. You will need 

access to the server that hosts the HBSS SQL database. 

 To do this work around you will need 

to edit a view in the HBSS database. The name of the view that you will need to edit is 

dbo.ERP_View_HIP7_IPSEventParameter  

 SELECT EventID, ParameterName, ParameterValue  

FROM dbo.HIP7_IPSEventParameter 

 

You will need to change the HIP7_IPSEventParameter to HIP8_IPSEventParameter so that the view looks like the 

following: 
 
 SELECT EventID, ParameterName, ParameterValue  

FROM dbo.HIP8_IPSEventParameter 
 
This will change the IPS Param Value field so that instead of reporting HIPS 7 information, the IPS Param Value field will 

now report HIPS 8 information.  
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Reading query results 
 
This section will show you how to identify important information from the results of the query that you just created in 

the section above. 
 
To run queries, first log on to the ePO server: 

 

 

Click on the queries tab 
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Click on the category that contains your query  

 

Click Run.  

When you run the query that you created it will show a list of whitelisting events. There are several important pieces of 

information in this list. The important things in this list are the reason for blocking, name of the program that attempted 

execution, name of the file that was blocked from execution or modification, number of blocked attempts, and the 

number of machines where this event occurred. 
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You can click on an entry in the list to get more information about that event. If you click on an entry that has more than 

one threat event another list will be generated that looks like the following picture. This list shows more individual 

information about specific threat events. It is important to note that Threat Source Process Name is the name of the file 

that was already running and attempted to execute or modify another file which is listed as the IPS Param value. 
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If you click on an event in the list above, or if you clicked on an entry in the original list that only had one threat event 

then you will see a detailed view of the threat event. This detailed view lists all information that HBSS has stored on that 

threat event. The important things are circled in red. 

 

Tailoring 
In this section you will create application whitelisting exceptions. The exceptions that you create will be based on 

reviewing the logs to see if any applications need exceptions to run. Every time you tailor the policy be sure to save it, 

export it from the utility, and import it into the ePO server to apply the new policy. 
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Click on a link below to go to instructions in this document on how to create a specific exception.  

Add a generic location to the whitelist, page 60 

Add an exception for application execution, page 58 

Add the extension to the executable extension list, page 

Add exception to execute in a non-executable directory, page 58 

Check to see if something else is blocking execution, page 61 

Add ignore exception, page 55 

Add an exception for an application to execute files with a particular extension, page 58 

Text version of the decision tree 

Start with step 1 and answer the questions to determine what to do with an application that may need an exception. 

1. Does the application seem legitimate and does it have normal application behavior? 

1.1. If you are unsure then assume that the application is legitimate during initial tailoring. 

2. If the application is illegitimate then do not change the policy because the application should be blocked. 

2.1. If the application is blocked too often and creates too many events, then add an ignore exception so that it will 

not be logged. Add ignore exception, page 55 

3. If the application is legitimate, would blocking the behavior cause an issue with the application? In other words, is an 

exception necessary for the application to run properly? 

3.1. If yes, continue to step 4. 

3.2. If no, then do not create new exception 

3.2.1.If the application behavior is blocked too often and creates too many log events, then add an ignore 

exception so that it will not be logged. Add ignore exception, page 55 

4. If the application needs to be allowed to execute, is the file being executed already in a whitelisted location? 

4.1. If yes, then is the file extension already in the file extension list? 

4.1.1. If no, is the extension likely used with files that are modified by some programs but this particular 

program needs to execute files with this extension? (Example: .dat files are modified by some programs 

but could be executed by some other programs.) 

4.1.1.1. If yes, then add an exception for that program to execute files with that extension. Add an 

exception for an application to execute files with a particular extension, page 58 

4.1.1.2. If no, add the file extension to the whitelisted executable extension list. Add the extension to 

the whitelisted executable extension list, page 

4.1.2.If yes, is the file being executed in a non-executable subdirectory of a whitelisted directory? 

4.1.2.1. If yes, then add an exception for that file to be executed in a non-executable subdirectory. Add 

exception to execute in a non-executable directory, page 58 

4.1.2.2. If no, then it should already be allowed. See if something else is blocking the application or if 

there is an ignore exception that is blocking execution. Check to see if something else is blocking 

execution, page 61 

4.2. If no, is the file being executed in a generic location with other executable files? 

4.2.1.If yes, then add a generic location to the whitelist. Add a generic location to the whitelist, page 60 



52 

 

4.2.2. If no, can the admins change where the file being executed is installed to an already whitelisted location? 

4.2.2.1. If yes, then talk to the admins to relocate the executable files. 

4.2.2.2. If no, then add an exception for execution but be sure to carefully constrain the exception and 

make it generic enough for all similar files that the application will be executing. Add an exception for 

application execution, page 58 
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Click on a link below to go to instructions in this document on how to create a specific exception. 

Add ignore exception, page 55 

Add a carefully constrained modification rule, page 64 

Text version of a decision tree 

Start with step 1 and answer the questions to determine what to do with an application that may need an exception. 

1. Does the application seem legitimate and does it have normal application behavior? 

1.1. If you are unsure then assume that the application is legitimate during initial tailoring. 

2. If the application is illegitimate then do not change the policy because the application should be blocked. 

2.1. If the application is blocked too often and creates too many log events, then add an ignore exception so that it 

will not be logged. Add ignore exception, page 55 

3. If the application is legitimate, is a modification exception necessary for the application to run properly? 

3.1. If yes, continue to step 4. 

3.2. If no, then do not create new exception 

3.2.1.If the application is blocked too often and creates too many logs, then add ignore exception so that it will 

not be logged. Add ignore exception, page 55 

4. Create a carefully constrained modification rule that only allows specific files to be modified. Add a carefully 

constrained modification rule, page 64 
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Specific Instructions 

All instructions assume that you are using the HIPS application whitelisting tool to configure the application whitelisting 

policy.  

 

 

How to Add an Ignore Exception 
 

Open the HBSS application whitelisting configuration utility. 

Click on the Application Whitelisting Exceptions tab 
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Next, type in a name for the Exception Description, check the Block Without Logging box, then click Add. If there is an 

existing exception that is similar to the new exception you are adding, consider adding to the existing exception instead 

of creating a new exception. 

 

The exception description you just created will now be highlighted in the list. Type in the Exception Process (Note: This 

is not the application that will be blocked without logging; this is the program that is already running that attempts to 

execute or modify the program that will be blocked without logging). If you want block without logging globally, type in 

?:\* . After you have typed the Exception Process, click Add. (Note: This can be done for more than one application 

process as part of a single exception.) 
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Next, type in the Exception Files Being Accessed (This is the file that you want to block without logging or the file that is 

being modified), check the Execution box or the Modification box depending on what you are blocking, then press Add. 

(Note: This can be done for more than one file as part of a single exception.)  

Tip: Use *\NameOfProcess.exe to apply regardless of where the application is installed or ?:\PathToApplication\*.exe 

for all files associated with a particular application.  

 

Be sure to save any changes that you make to your policy. 

Note: In the case of execution the exception process is the program that will try to execute the exception files being 

accessed. An example of this is when you run notepad from the start menu, explorer.exe is the program that attempts 

to execute notepad.exe. If the exception process was set as explorer.exe and you tried to double click on notepad to 

execute it and it was set as the exception files being accessed  ould be blocked without 

logging. If you tried to execute notepad from the command prompt (cmd.exe) and cmd.exe was not set as an exception 

process then a log would be generated even if notepad is set in exception files being accessed. 

In the case of modification the exception process is the program that is trying to modify another file. The exception files 

being accessed is the file that is being modified.   
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Add a Whitelisted Executable Extension 

Open the HBSS application whitelisting configuration utility. 

To add an executable extension, type the extension into the Executable File List box and press Add. Be sure to include 

*.  before the extension. (Example: To add compiled python files use *.pyc ) 
 

 

Be sure to save any changes that you make to your policy.   

Add a Carefully Constrained Execution Exception 

Open the HBSS application whitelisting configuration utility. 

To add an execution exception, click on the application whitelisting exceptions tab. 
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Type in a name for the exception in the Exception Description box, check the Allow box, and then press Add. If there is 

an existing exception that is similar to the new exception you are adding, consider adding to the existing exception 

instead of creating a new exception. 

 

Type in the Exception Processes, this is the program that is trying to execute another program or library (Example: 

When you run notepad from the start menu, explorer.exe attempts to run notepad.exe, so explorer.exe would be the 

exception process). Click the Add button. (Note: This can be done for more than one program as part of a single 

exception). 
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Type in the Exception Files Being Accessed, this identifies the files that will be executed (Example: When you run 

notepad from the start menu, explorer.exe attempts to run notepad.exe, so notepad.exe would be the exception file 

being accessed). Check the Execution box, then click the Add button. (Note: This can be done for more than one 

program). 

  

Be sure to save any changes that you make to your policy.   

Add a Generic Location to the Whitelist 

To add a generic location to the whitelist, type in the path for the whitelist into the Executable Directory Whitelist box, 

then click A . 

.  

Be sure to save any changes that you make to your policy. 
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Check to see if an exception is blocking execution 

If there are no application whitelisting events being reported but an application is not working correctly and receiving 

access denied errors for execution or modification for executable files, a block without logging exception could be the 

case. To see if this is the case in the Application Whitelisting Exceptions tab in the application whitelisting configuration 

utility, check all exceptions whose type is blocked . This will appear in the event description area. For all blocked  

rules, check the Exception Process and the Exception Files Being Accessed to see if your program is in the list. If you 

cannot find your program in the Application Whitelisting Exceptions, check with your administrator to see if there are 

any other policies that may be blocking execution of the program. 
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Add an exception for an application to execute files with a particular extension 

Open the HBSS application whitelisting configuration utility. 

Click on the Application Whitelisting Exceptions tab 

 

Type in a name for the exception in the Exception Description box, click on the Allow box, then click Add. If there is an 

existing exception that is similar to the new exception you are adding, consider adding to the existing exception instead 

of creating a new exception. 
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Type in the path (including name) of the program that you want to create an exception for in Exception Processes, then 

click Add. This can be done multiple times if you are adding more than one program. 

 

Type in the extension of the files that you want your program to be able to execute in the Exception Files Being 

Accessed box, check the Execution box, then press Add. This can be done for more than one extension type. Be sure to 

include a *.  before the extension name. It is a good idea to narrow down what directories this extension can be 

executed from. If you know what directories the file will be executed from then be sure to use the directory paths 

instead of allowing execution globally. (Example: If .dat files are always executed from C:\Program Files\Open 

Cobol\data\ then use C:\Program Files\Open Cobol\data\*.dat instead of just *.dat) 

 

Be sure to save any changes that you make to your policy. 
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Add a carefully constrained modification rule 

Open the HBSS application whitelisting configuration utility. 

Click on the Application Whitelisting Exceptions tab. 

 

Type in a name for the exception in the Exception Description box, click Allow, then click Add. 
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Type in the name of the program that will be allowed to modify certain executable files into the Exception Processes 

box then click Add. If there is an existing exception that is similar to the new exception you are adding, consider adding 

to the existing exception instead of creating a new exception. 

 

In the Exception Files Being Accessed box, type in the files that the program will be allowed to modify. Click the 

Modification box, then click Add. It is very important that any rules you create are as specific as possible while at the 

same time not requiring too many exceptions. Rules that are too general could cause the application whitelisting 

implementation to become ineffective.  

 

Be sure to save any changes that you make to your policy. 
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Enforcement 
After you have tailored the application whitelisting policy for your network based on the auditing that you did, you will 

enforce the new policy. Follow the steps below to enforce your new policy. 

Applying HIPS policies to a group 

Log into the ePO server 

 
 

Click on the Policy Catalog tab 
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Select Host Intrusion Prevention 7 IPS or Host Intrusion Prevention 8 IPS from the product tab depending on what 

version you are running. Next, regardless of your version, you will select the IPS Protection (All Platforms)  in the 

Category  dropdown menu (which is located below the Product  dropdown menu). Under the assignments column, 

find the assignment that is assigned to My Organization . Once you have located the policy that is assigned to My 

Organization  click on edit settings under the actions tab. Find the severity category that has prevent  set as the 

reaction. Take note of what the severity is. 

 

 
 

Go to the HBSS application whitelisting configuration utility and under policy options set the severity level to the same 

level that you took note of in the last step. 

 

Export the policy to the local desktop by clicking on File  then Export XML for HBSS . 
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Next you will import your custom policy into the ePO server: 

 

Log into the ePO server 

 

 
 

 

Navigate to the Policy Catalog  tab. 

 

 
 

Select the Correct Version of HIPS in the Product  drop down menu (in the example below, we are running HIPS 8). The 

Name you will select will be similar to Host Intrusion Prevention 7.0.5:IPS  or  

Host Intrusion Prevention 8.0:IPS  depending on which version you are running. It will look like one of the following 

screens depending on your version: 
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This is if you are running HIPS 8: 
 

 
 

This is if you are running HIPS 7: 
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Next, regardless of your version, you will select the IPS Rules (All Platforms)  in the Category  dropdown menu (which 

is located below the Product  dropdown menu) 

 

 
 

You will see a screen with a list of the currently available HIPS policies on your ePO server. Next Click the Import  

Button, to the right of Product policies:  
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A new window will display as shown: Click Browse to navigate and select the policy file you exported from the 

application whitelisting application. 

 

 
 

Here is a screenshot of the browse window that pops up when you click the Browse  button.  
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Once you click, Open  the following window will be displayed: 

 

  
 

Click OK  to confirm the policy import. The window below will be displayed: 
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Click OK  to confirm the policy import again. You will be brought back to the main HIPS policy screen. Make sure your 

policy name is now in the list. If it is, you have successfully imported the new policy. 

 

 
 

If you do not see your policy in the list, make sure you have navigated to the correct Product:  and Category:  

sections. Make sure you have rights to import policies, and make sure you are not using a duplicate name which causes 

a policy conflict.  

 

You have now successfully imported your enforceable application whitelisting policy! 

 

Next you will apply your custom policy. 

 

Log into the ePO server 
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Navigate to the System Tree  Tab. 

 

 
 
Select the container that you want to apply the new policy to. In our case, this container is called, Workstations . In 

general when enforcing the policy, first start small with your test group then gradually apply the policy to larger and 

larger containers up the ePO system tree hierarchy. Selecting the container will display the machines in that container.  

Make sure all machines that will be assigned the new policy are in the container. If all machines that will be assigned the 

new policy do not show up, change the filter setting to This Group and All Subgroups  so that all subgroups will be 

displayed. 
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With your container selected, click on the Assigned Policies  Tab. This will bring up the policies assigned to your 

selected. You should see the window below. 

 

In the Product  dropdown menu, select the version of HIPS you are running (7 or 8). The screen will look as follows. 

Your display may look slightly different if you are navigating to the HIPS 7 module in the Product  dropdown menu. 
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In the Category  column, find the entry that says, IPS Rules (All Platforms) , click Edit Assignments  to edit the IPS 

Rules policies that are assigned to your test containers. 

The following screen will be displayed once you click the Edit Assignments : 

 

Click New Policy Instance  to create a new section to make a new policy assignment. The new section will be appended 

to the end of the current assignments. (Use the scroll bar to scroll down if needed). 
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Now assign the HIPS Rules Policy you created by clicking the radio button and selecting your policy name. Make sure the 

radio button Unlocked (allow breaking inheritance below this point)  is also selected.  

 

Click Save to apply your policy to your selected group on the ePO server. Congratulations, you have successfully applied 

your enforced application whitelisting policy to be enforced on your selected container. 

Monitoring 

Reviewing events 

You should review events on a regular basis. Reviewing events will help you find malicious activity on your network. If 

there are too many events to look through, consider adding rules to block without logging common events, this will help 

you locate more important events. How to block without logging, page 55 

How to pick out more important events 

It can be difficult to pick out important events from large log files. Most things in log files can probably be ignored. There 

are several things that you can look for to try to find important things in log files. The first thing to look for is a lot of 

execution attempts or a spike of execution attempts from a single machine or a small group of machines especially if 

those execution attempts come from obscure directories. Another important thing to look for is a lot of attempted 

executions from temp directories. Normally programs do not need to execute things from the temp directory so be 

suspicious when there are a lot of attempted executions from a temp directory. Another thing to look for is programs 

trying to execute other programs when they would not normally do that. An example of this could be adobe reader 

trying to execute cmd, normally adobe reader does not execute programs other than other adobe programs. Be sure to 

look at things that are executed from a temporary internet folder. A lot of attacks against web browsers will result in an 
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execution from a temporary internet folder. Also if users try to download and run something from the internet (which 

should not be allowed) the attempted execution will probably be from a temporary internet file depending on which 

browser is being used. This is not an all-inclusive list of things that you should look for when reviewing log files but 

should serve as a guideline of things to look for. Remember, if something looks suspicious then you should investigate it 

further. The numerical grouping in the auditing queries discussed earlier can help you identify anomalous events that 

are more suspicious. 

Remediation and Tailoring when something breaks 

When something breaks review the logs to see what is causing the program to fail then use the decision trees that are 

provided in this document to decide if the policy should be changed or an exception added to fix the problem. 

 


